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Redhat Certification# 200140341

AWS Solution Architect Associate Certification: IMS8CT8PBPMF41MG3

AWS Security — Specialty Certification: H48LMXKBN1VQ1M3R
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Azure Administrator Associate: 17859982

CCNA, CCNP, CCIP: Cisco ID# 11438359

With over 12 years of experience across diverse IT environments, including Windows servers, virtualization, Linux, and
cloud computing, | specialize in delivering advanced solutions to complex IT challenges. My expertise encompasses all
phases of system growth, deployment, and implementation, making me adept at optimizing and transforming IT
infrastructure to meet evolving business needs. My professional journey has equipped me with a comprehensive skill set
and a proven track record of delivering results in high-stakes environments. | excel in building strong relationships with
stakeholders, fostering collaboration, and driving continuous improvement in IT systems and processes.

Linux Platform, Windows servers Platform, Amazon web services, Cloud administration, Microsoft Cloud administration, Office
365 webportal, Docker, Azure, SCCM, Nutanix, EC2, Vmware Platform, Hyper-V, AWS, OVH Bluehost, Proxmox, Infoblox, Arbor,
Cisco UCS,Methodology, process implementation, materials preparation, risk management processes and

analysis, data management, product testing budgeting and finance, project management, conflict resolution, debugging skill,
technical documentation, decision-making, time management, communication.

Responsible to manage & maintain VMware base Public Cloud Infrastructure & Virtualization core components which includes vSphere Essentials Plus (VMware ESXi,
VMware vCenter Server, Data Protection and High Availability etc), vCloud Director - multi tenant environment (vCD) and related extensions like vCloud Availability,
Kubernetes Container Cluster and AVI etc.

* Responsible for the design and development of NSX-T base projects by creating Edge Transport nodes/clusters, T0 & T1 Gateways.

* Responsible to automate the environment by using Cloud Management and Automation Tools like vRealize Operations Manager(vROPs), Log Insight, Network Insight
,Orchestrator and Automation (VRO & VRA).

* Managing and maintaining VMware proprietary cloud multifactor authentication tools like workspace one and compliance as a service (caveionix).

* Responsible to perform version and patches updates for the infrastructure components as per new releases.

* Responsible to deploy and configure new blades, ESXi hosts and on top connectivity's for the expansions.

* Preparing feasibility and compatibility technical documents for on-Boarding new public cloud customers.

Design and Plan for Private Cloud.

Security and hardening of Enterprise IT servers.

Disaster Recovery design, automation and Live Drill.

Virtualization of infrastructure and migration from physical servers.

Internal audits and evaluations of IT services and deployments.

Maintaining and reporting KPIs, SLAs, OLAs, RTOs and RPOs.

Improving system efficiency by consulting with end-users and providing innovative solutions.
Analyzing and improving the performance of web-based portals.

Resolving logged errors, as well as ensuring system security and encryption.
Documenting processes and monitoring system performance metrics.
Ensuring that computer hardware remains compatible with software updates.
Implementing the latest technological advancements and solutions.
Performing diagnostic tests and troubleshooting.

Training end-users on hardware functionality and software programs.
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Mobily Telecommunications Riyadh Saudi Arab

Design, development, implement, manage and testing of features delivered as application and services for Microsoft and Linux
infrastructure products.

Performance tuning, capacity planning and troubleshooting of Linux and Microsoft infrastructure ensuring that systems and data
are operational (24x7). OS patch management

Monitors systems performance and ensures compliance with security standards with vulnerability scan and solution

Build effective monitoring alerts & metrics for production services Linux.

Install and Administer, Maintain support of Linux.

Support for VMWare virtual environment hosting Linux VMs

Investigate and contribute to solving issue in production environment provide collaborative conduit between various technical
and non-technical teams.

Recommended architectural improvements, design solutions and integration solutions.

Working under Cisco Advanced Managed Services team to provide the support for Mobily Internet services (IGW) and Enterprise
Infrastructure Systems and Core

Maintaining Cisco UCSs storage devices to achieve Mobily Private Cloud

Managing support Infoblox, DDOS Security solution, DNS, DHCP, Load Balancer, Web Cache, Web Filters

Aequitas Information Services Ltd - Lahore Pakistan

Cloud computing experience on Amazon EC2, VPC.

Cisco UCS €220 M5 servers, SAN SCV3020 deployment and management.

Vertica Server clustering, Active Directory 2012/2016and GPO implementation

2FA (RSA authentication manager server 8.3) with VPN integration

Vertica installation, management, and monitoring over Redhat.

Execution backups, verification and restores of all applicable business data over SAN.
Review and update Information Security Policies on regular intervals.

Managing ISMS, CIS, PCI Controls, policies, and actions.

Installing, Configuring and Managing of SAN Storage SCV3020.

Esxi this involves with Planning, Designing, Implementation and Troubleshooting.
Being for maintenance and act of disaster recovery events.

Effective monitoring and backup solution by using Solarwind, Veeam, Clonezilla, Syslog server installation management &
troubleshooting.

Produced ad hoc reports and documents for senior team members.

Data architecture design to enable analysts to make targeted customer analysis.

Rolustech Pvt Ltd — Lahore Pakistan
Management and configuration of clients' cloud-based servers on Amazon, Rack space and OVH.
Configuration JIRA ticketing system, MySql, MSSql, ROR, Joomla, Jquery, Magento, WordPress & Redmine environment.
Administration and backup along with migration of various databases
MySQL performance problems to I/0.
Management of IIS with PHP configuration server for Windows-based.
Load balanced environment for Apache Web Server.
Installed and managed different monitoring servers like Nagios, Icinga, and Monit.
Maintained a flexible schedule and responded to after-hours and weekend emergencies.
Consistently met deadlines and requirements for all production work orders.
Proposed technical feasibility solutions& improvement for new functional designs
System Network Administrator, 01/2011 to 10/2014
Pribno Pvt Ltd — Lahore Pakistan
Web-min,Squid, Mono-wall/Pf-sense/Clearos/Zental, Asterisk, SVN Server, Post-fix, FTP Server deployment and management.



Samba Server, NFS Server, Apache Server, MySQL Server, PHP,RAID configuration.

Working and management of IXwebhostand go-daddy. At work on device anywhere maintain and update Magento base
Company website.

Maintain an adequate level of knowledge of operating system and application

Presales Engineer Networks, 01/2008 to 5/2010

Linkdotnet Pvt Ltd — Lahore Pakistan
Offer technical consultancy to presales team
Conduct presales technical meetings with large-scale customers having complex scenarios.
Participate in technical meetings to discuss complex solutions requirements before signing the contract to set up
implementation plan with client.
Technically illustrate how solution enables organizations to effectively address
Act as second line in troubleshooting enterprise technical problems.
Prepare and apply lab tests for new changes before going to the customer.

Education and certification

Master of Computer Science University of Balochistan Pakistan
Cisco ID# 11438359
CCNA,CCNP,CCIP
RedHat ID# 200-140-341
Redhat Certified System Administrator
VMware |D# VMW-030730645-03016116
VCP DCV 2022(2V0-21.20)
AWS ID# 422861349
AWS Solution Architect Solution Associate

Will be provided upon request.



